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Abstract

Research on keystroke dynamics has the good poten-
tial to offer continuous authentication that complements
conventional authentication methods in combating insider
threats and identity theft before more harm can be done to
the genuine users. Unfortunately, the large amount of data
required by free-text keystroke authentication often contain
personally identifiable information, or PII, and personally
sensitive information, such as a user’s first name and last
name, username and password for an account, bank card
numbers, and social security numbers. As a result, there
are privacy risks associated with keystroke data that must
be mitigated before they are shared with other researchers.
We conduct a systematic study to remove PII’s from a re-
cent large keystroke dataset. We find substantial amounts
of PII’s from the dataset, including names, usernames and
passwords, social security numbers, and bank card num-
bers, which, if leaked, may lead to various harms to the
user, including personal embarrassment, blackmails, finan-
cial loss, and identity theft. We thoroughly evaluate the ef-
fectiveness of our detection program for each kind of PII.
We demonstrate that our PII detection program can achieve
near perfect recall at the expense of losing some useful in-
formation (lower precision). Finally, we demonstrate that
the removal of PII’s from the original dataset has only neg-
ligible impact on the detection error tradeoff of the free-
text authentication algorithm by Gunetti and Picardi. We
hope that this experience report will be useful in informing
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the design of privacy removal in future keystroke dynamics
based user authentication systems.

1. Introduction

Research on keystroke authentication has become in-
creasingly active in the last decade or so [21] [8] [9] [10].
This line of research has the good potential to offer contin-
uous authentication to complement conventional authenti-
cation methods that typically occur only once at the initial
log-in time. Such continuous authentication are attractive
because they can be effective in capturing insider threats
and identity theft earlier, before more harm is done to the
genuine users.

Keystroke authentication (free text, as opposed to fixed
text) are commonly based on patterns of the timing be-
tween successive keystrokes, and the amount of time a
key is pressed [21] [8] [9] [10]. As such, a large amount
of keystroke data are often needed for this method to
work [21] [8] [9] [10]. When keystroke data is collected
through key loggers, the personally identifiable informa-
tion and personally sensitive information such as the user’s
first and last names, username and password, bank card
numbers, and social security numbers, will be recorded as
well. As shown in this study, the large amount of keystroke
data increases the likelihood of the presence of PII’s. If a
hacker gains access to such keystroke data, he/she might
potentially be able to cause various damages such as per-
sonal embarrassments, blackmails, financial loss, and iden-
tity theft [12].

Unfortunately, the privacy of the keystroke data has not
been investigated much in the literature [19]. Meanwhile,
citizens and governments in modern society are increas-



ingly concerned about the protection of personal data, or
PII 1. For example, EU’s General Data Protection Regula-
tion (GDPR) has become effective since May 25, 2018 [5],
further highlighting the importance of this problem. There-
fore, it has become pressing to learn how to effectively re-
move sensitive PII’s from keystroke data.

To this end, in this paper, we conduct a systematic study
of removing PII’s from a recent large keystroke dataset col-
lected by Murphy et al. at Clarkson University [16]. We
start off with identifying a list of PII’s based on an analy-
sis of their potential harms to the subjects. We implement
sophisticated strategies, based on regular expressions, to de-
tect and remove PII’s from the natural language text in the
dataset. To err on the side of caution, we opt to filter out all
PII’s in the expense of losing an affordable amount of use-
ful keystroke information. Finally, we thoroughly evaluate
the effectiveness of our detection program by comparing its
output against a manually built ground truth and calculating
precision and recall. We demonstrate that it has achieved
near perfect recalls. Given the importance of such a large
free keystroke dataset in advancing keystroke authentication
research, we believe that our study represents an important
contribution in mitigating the privacy risks associated with
sharing such data with the research community.

The rest of this paper is organized as follows. Section 2
presents related work. Section 3 describes the data saniti-
zation process. In Section 4, we evaluate the precision and
recall of our PII detection program and demonstrate its ef-
fectiveness. Finally, Section 5 concludes the paper.

2. Related Work
Table 1 depicts chronologically eleven recent free text

keystroke datasets in the literature. Among these, only
four are publicly available for research, with the Clarkson
dataset [16] being the largest in terms of the amount of
keystrokes and the time span of data collection. That is
why we choose it for this study. Unfortunately, there has
been very little investigation of the privacy issues associ-
ated with keystroke dynamics datasets except that of Sun
and Upadhyaya [19]. However, different from their study,
this work involves a much larger number of subjects (103
versus 15) and more accurate pattern matching capabilities
than those of Sun and Upadhyaya [19]. For example, all of
Sun and Upadhyaya’s PII matching rules require the pres-
ence of a certain special word before the PII, such as ‘mail’,
’password’, and ’user’ for an email address, a password,
and a username, respectively. While this might be a reason-
able assumption in their particular setting, it does not hold
for cases such as the Clarkson dataset [16] where the data
is completely natural language text. As a result, our detec-
tion strategies are designed to be more general and powerful

1https://en.wikipedia.org/wiki/Personally_
identifiable_information: July 6, 2018

than theirs, capable of handling even practical issues such
as typos and auto-completion.

Aggregation of secondary information can be used to
identify individuals with surprisingly high probability of
success. It has been shown previously that a large portion
of the US population can be re-identified using a combina-
tion of 5-digit ZIP code, gender, and date of birth [20]. This
has motivated us to remove zip code, gender, and birthdates
from the studied dataset.

Gross and Acquisti research about Facebook users’ be-
havior in handling online privacy issues and their implica-
tions [7] [2]. Acquisti et al. present a survey of privacy and
human behavior in the age of information [1].

3. Data Sanitization
3.1. The Dataset

We are able to analyze a copy of the Clarkson keystroke
dataset [16] and extract and assess the impact of disclos-
ing privacy revealing information. The dataset contains
nearly 13 million keystrokes from 103 subjects. Of the 103
subjects in the Clarkson dataset, 62 are males and 41 fe-
males; 89 are undergraduate students, 6 graduate students,
5 staff, and 3 faculty. The average and maximum num-
bers of keystrokes per subject are 125K and 625K, respec-
tively. The dataset is collected when the participants work
in a completely uncontrolled and natural setting. A log-
ger is loaded onto a user’s laptop or on any computer in
an open student lab. The logger passively records a partic-
ipant’s keystrokes without requiring or restricting them to
do anything prescribed. The keystrokes are created when
the participants work on tasks of their own choice. The av-
erage and maximum numbers of days when a subject con-
tributes their keystrokes are 30 days and 2.5 years, respec-
tively. So the dataset is sufficiently large to conduct a mean-
ingful study of privacy and PII.

3.2. Process

Three coauthors are involved as a leader, a tester, and an
implementer to detect and remove PII’s from the dataset.
The leader ensures that the team agrees upon a list of PII’s
to focus on as well as strategies to search for them in the
dataset. The targeted sensitive data includes a participant’s
first and last names, phone numbers, addresses, campus ID,
emails, usernames and passwords, social security numbers,
and bank card numbers. Examples of each are shown in
Table 2 along with its potential harm. Note that the first SSN
of John David Sweeney, Jr., of Westchester County, New
York, is used as an example for Social Security Number 2.
Overall, removing these PII’s will free the subjects from
potential harms such as personal embarrassment, identity
theft, financial loss, or potential blackmails [12].

2https://www.wikitree.com/wiki/Sweeney-1072
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Study #User Time Span Logger Setting #Keystrokes Availability
Monrose and Rubin [14] 31 7 weeks UI, set tasks N/A NO
Monrose and Rubin [15] 63 11 months UI, set tasks N/A NO
Dowland and Furnell [4] 35 3 months Uncontrolled, logger 3.4 M NO
Gunetti and Picardi [8] 40 6 months Web UI 400 K YES
Messerman et al. [13] 55 12 months Web UI (email) 293 K NO
Ahmed and Traore [3] 53 5 months Uncontrolled, logger 9.5 M NO
Janakiraman and Sim [11] 22 2 weeks Uncontrolled, logger 9.5 M NO
Stewart et al. [17] 30 4 tests in 3 weeks Web UI, short answers 720 K NO
Vural et al. [22] 39 2 sessions Web UI, tasks 840 K YES
Sun et al. [18] 148 28 days Web UI, tasks 2.14 M YES
Murphy et al. [16] 103 2.5 years Uncontrolled, logger 12.9 M YES

Table 1. A set of free-text keystroke datasets in the literature. There are additional 165 imposters in Gunetti and Picardi’s dataset [8].

PII Potential Harm If Not Removed Examples
Name Directly identifying a person Warren Buffett
Phone linked to a person AAA8540644 / AAA-244-7116 / (AAA)343-0960
Home Address linked to a person; needed to ver-

ify identity by third parties, identity
theft

46 lake street, city, state, zip / 530 south state street /
101 old falls street

Campus ID linked to a person 0XXXXX
Email Address linked to a person; impact level var-

ied, but since they are commonly be-
ing used as usernames for important
accounts, harm can be serious

jim.carlock58@gmail.com / laura1610@twcny.rr.com
/ steveqzx@yahoo.com

Username &
Password

linkable; impact level varied from
low to high

sorat1* / Hk14Cu18ae* / fireball1*

Social Security
Number

linked to a person; identity theft 055-09-0001, John David Sweeney, Jr., of Westchester
County, New York

Bank Card linkable; potentially financial loss 4847745571680 / 5515001450003000 /
4485386955130025

Table 2. PII, potential harm if not removed, and examples. Examples are altered to prevent identification of the true subjects in the dataset.

Based on these, our tester reads through the text of the
entire dataset and manually marks up all the PII’s from it.
For example, due to unintelligible handwriting in a subject’s
paper record, the tester is able to confirm some user’s names
by recognizing their signatures in emails. This process takes
the tester about 200 hours of work. The implementer imple-
ments a PII detection program in Python utilizing its regu-
lar expression facilities. The marked up PII’s are used to
test the implemented Python PII detection program, where
the tester manually identifies all the false positives and false
negatives from the output of the detection program.

The detection and removal of PII’s is implemented in
Python using regular expressions, with an overall process
as follows. For each user’s keystroke data, we first look
for and remove patterns of campus username and names
from each user’s keystroke data. We look for possible pass-
words by finding common substrings that follow email ad-
dresses, Clarkson usernames, and URL’s for common social
networks, including Google.com, Facebook.com, and Twit-

ter.com, but see Section 3.4 for more details about this step.
After removing usernames and passwords, we sequentially
look for and remove bank cards, phone numbers, social se-
curity numbers, street addresses, and campus ID’s from the
user’s data. Lastly, we filter out special words that can be
used to identify specific individuals within an organization,
such as a department chair or someone with a special title
within a certain office.

The data structures that the detection program works on
involve two arrays of the same length that represent each
user’s keystroke data. The first array stores the pressed key
names and their associated timestamps. The second stores
just the keys. The first array is suitable for representing the
keystroke dynamics data for authentication, while the sec-
ond suitable for pattern matching by Python. A match in the
second array is identified by a pair of indices, from which
a start time and an end time of the match is obtained from
the first array as a timestamp pair. Once all PII’s have been
identified, we remove in one pass from the raw keystroke



data all the keystrokes that fall within the range of any
timestamp pair of that user. We then store the remaining
content of the raw data into a new file for sharing.

3.3. PII Detection

The convention for writing phone numbers varies among
different countries. The number of digits, grouping, and
separators may all differ 3. Therefore, we consider only the
case of United States. A USA phone number starts with
an optional 1, followed by an area code of three digits, and
then two more groups of digits of length 3 and 4, respec-
tively. To improve accuracy, we also require that the area
code must match one of the existing US area codes, which
can be found online 4.

1 phone number = r e . compi l e ( ’\D( ( ? :\+\ d{1 ,2}\ s
) ? \ ( ? (?:\% s ) \ ) ? −? \d{3} −? d{4 ,} ) ( ? : $ | \D
) ’\% ’ | ’ . j o i n ( a r e a c o d e ) )

2 # v a r i a b l e a r e a c o d e c o n t a i n s a l l US phone
a r e a codes

For a street address, we look for any string that starts
with a number, and followed shortly afterwards by words
or abbreviations that indicate a street, such as road, Rd, av-
enue, Ave, street, St, lane, Lane, and drive. After that, we
look for an optional state abbreviation and zip code.

1 s t r e e t = r e . compi l e ( ’ ( [0−9]+\ s .{2 , 1 5} ( ? :
avenue | Avenue |Ave \ . ? | s t r e e t | S t r e e t | St \ . ? |
s t \ . ? | r oad | Road | rd |Rd |way |Way | l a n e | Lane |
pkwy | Pkwy | Dr ive ) ( ? : .{ 1 , 2 0} ( ? :NY|Ny | ny |NC |Nc |
nc |VT | Vt | v t ) ? \d {5} ( ? : $ | \D) ) ? ) ’ )

The format for an email address is “user-
name@domain.name.” To make matching more accurate,
we only look for common domains, including .com, .edu,
.gov, .org, .net and .mil. Since email addresses are also of-
ten used as usernames, followed by passwords, to log in to
important sites such as moodle, peoplesoft, bank accounts,
and social networks such as Facebook, we remove both
such email addresses and the passwords that follow them
(see Section 3.4 for details). Lastly, due to the existence of
typos and auto-completion, we also regard a string such as
“abc2clarkson.edu”, “abc@gmail”, as an email address, as
long as it contains a “@” sign or certain website domains,
including “clarkson”, “gmail”, “hotmail”, and “yahoo”.

1 e m a i l = r e . compi l e ( ’ ( [ a−zA−Z0−9 \ .\ ˆ ]{2 , 6 3}@
( ? : [ a−zA−Z0−9−\ˆ]+ ( ? : \ . [ a−zA−Z0−9−\ˆ]+)∗? \ .

( ? : com | edu | gov | org | n e t | mil ) | c l a r k s o n | gmai l |
h o t m a i l | yahoo | a o l ) ) ’ )

A Social Security Number (SSN) consists of 9 digits,
optionally separated by a “-” into three groups, as XXX-
XX-XXXX. Some restrictions apply to SSN: the first group

3https://en.wikipedia.org/wiki/National_
conventions_for_writing_telephone_numbers

4https://www.allareacodes.com/area_code_
listings_by_state.htm

cannot be 666, 000, or start with a 9; the second group can-
not be 00, and the last group cannot be 0000 5. Note that
in the Python code below, (?!(?:000|666|9))\d{3} specifies
the first group of SSN. The “?!” means that a match of a
digital string is possible only if the string does not begin
with 000, 666, or 9. The “?:” inside a pair of parentheses
means that the pattern defined by the pair is non-capturing.
Lastly, “\d{3}” means 3 digits.

1 s s n = r e . compi l e ( ’ ( ? : ˆ | \D) ( ( ? ! ( ? : 0 0 0 | 6 6 6 | 9 ) ) \
d{3} −?(?!00)\d{2}−?(?!0000)\d{4} ) ( ? : $ | \D) ’ )

Formal definitions for the format of bank card numbers
can be found online 6. Each payment card organization re-
quires a different format of card numbers. For example, as
shown below, a Visa card starts with a digit 4 followed by
12 or 15 digits, and a MasterCard starts with 51, 52, 53, 54,
55, 222100-272099 and contains 16 digits. We support the
format of Visa, Master, Discover, American Express, JCB,
Maestro, and DCI. These seven kinds of cards cover the
vast majority of the cases, and are adequate as far as USA
is concerned. As shown in the last line below, a string of
digits must be surrounded by a pair of non-digit letters and
match one of the 7 card formats to be recognized as a bank
card number.

1 v i s a = ‘ ‘4 [0−9]{12} ( ? : [ 0 −9 ]{3} ) ? ’ ’
2 m a s t e r = ‘ ‘ ( ? : 5 [1 −5 ] | 2[2−7]) [0−9]{14} ’ ’
3 d i s c o v e r = ‘ ‘6

(? :011 |5[0−9] [0−9] |4[4−9] [0−9] ) [0−9]{12} ’ ’
4 ae = ‘ ‘ 3 [ 4 7 ] [0−9]{13} ’ ’
5 j c b = ‘ ‘ ( ? : 2 1 3 1 |1 8 0 0 |3 5\ d{3} ) \d{11} ’ ’
6 m a e s t r o = ‘ ‘ ( ? : 5 [ 0 6 −8 ] |6 [ 0 −9 ] ) \d{14} ’ ’
7 d c i = ‘ ‘3 ( ? : 0 [ 0 −5 ] | [ 6 8 ] [ 0 −9 ] ) [0−9]{11} ’ ’
8 b a n k c a r d = r e . compi l e ( ’\D(%s |% s |\% s |% s |% s |% s

|% s ) ( ? : \D | $ ) ’
9 %( v i s a , mas te r , d i s c o v e r , ae , dc i , maes t ro ,

j c b ) )

Lastly, we filter out a participant’s first and last names.
We gather these from the participant’s records. When the
paper record for a participant is incomplete or with unin-
telligible handwriting, we discover their names by reading
their keystrokes. We also look for any Clarkson campus ID,
which consists of 7 digits starting with a ‘0’.

3.4. Removing Usernames and Passwords

We look for possible combinations of usernames and
passwords by finding common substrings that follow email
addresses, Clarkson usernames, and URL’s of common
social networks such as Google.com, Facebook.com, and
Twitter.com. If a string follows them often enough (for ex-
ample, at least appearing twice and more than 10% of the
time), we regard it as a possible password. We then search

5https://en.wikipedia.org/wiki/Social_Security_
number

6https://en.wikipedia.org/wiki/Payment_card_
number
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#Users #Instances Min by user Max by user Average #keys
Name 75 3,765 1 375 50.2 23,077
Phone Number 42 146 1 20 3.5 1,700
Address 38 149 1 15 3.9 3,029
Campus ID 34 65 1 7 1.9 556
Email 99 2,130 1 107 21.5 49,353
Username 77 1,445 1 120 18.8 9,450
Password 73 4,014 1 207 55.0 41,498
SSN 45 134 1 12 3.0 1,380
Bank Card 11 17 1 4 1.6 290

Table 3. Statistics of detected PII per user

#Instances #False Positives #False Negatives Precision Recall
Name 3,765 0 22 100% 99.4%
Phone Number 146 24 0 83.4% 100%
Address 149 5 1 96.6% 99.3%
Campus ID 65 - 0 - 100%
Email 2,130 0 0 100% 100%
Username 1,445 0 0 100% 100%
Password 4,014 68 12 98.3% 99.7%
SSN 134 - 0 - 100%
Bank Card 17 - 0 - 100%

Table 4. Precision and recall of PII detection and removal

the entire data file to remove all occurrences of such pass-
words as well as the associated email address, usernames,
and URL’s. Email addresses are considered because nowa-
days it is a common practice to use email addresses as user-
names for a web account. Clarkson usernames are con-
sidered because they are used to access web systems such
as Peoplesoft and Moodle on their campus network, or re-
motely log into a server machine. Our subjects often type
their usernames and passwords to log into popular social
network systems.

A possible password is determined as follows. Once an
email address, a clarkson username, or a URL is found in
a user’s text, we extract the first alphanumerical string of
at most 12 characters long that follow it. We then generate
all substrings of such alphanumerical strings and call them
password candidates. For a candidate to be considered as a
password, we require it to have a minimal length of 6 char-
acters, as a string that is short than 6 characters cannot be a
password. We allow a password to have a maximal length
of 12. If a password is longer than 12 characters, we only
use the first 12 and consider it safe if the first 12 characters
of a password is removed. A user may type the same pass-
word multiple times. It is also possible that the user uses
similar but different passwords for different websites. This
strategy will be able to capture the common substrings that
are shared by multiple password candidates. Florencio and
Herley find that “the average user has 6.5 passwords, each

of which is shared across 3.9 different sites. Each user has
about 25 accounts that require passwords, and types an aver-
age of 8 passwords per day.” [6] Therefore, we consider the
top 10 substrings that have the highest counts as passwords;
we remove these stings from the user’s keystroke data. This
will generate some false positives but nearly none false neg-
atives for the studied dataset.

Overall, since an attacker needs to know all three pieces
of information (URL, username, and password) in order to
hack into a subject’s account, we believe that our strategy of
removing usernames and passwords should be effective as it
will remove at least one of the three with a high probability.

4. Evaluation

Table 3 depicts the statistics for the nine PII’s that we are
interested in detecting from the dataset [16]. For each PII,
Table 3 lists the number of users who have typed it in their
keystrokes, the total numbers of occurrences in the entire
dataset, the min/max/average number of instances by user,
and the total amount of keys involved and removed as a re-
sult. About 1.33% of the total keystrokes are filtered out
due to PII removal.

As noted in Section 3.2, we create the PII ground truth
by reading through each subject’s keystrokes and manually
marking up the PII’s. We compare the output of the PII
detection program with the created ground truth to count



the numbers of false positives and false negatives as well as
calculating precision and recall. Table 4 depicts the results
of our evaluation.

We are able to justify the false positives and false nega-
tives in Table 4 as follows.

First of all, we are surprised to see 22 false negatives
for first and last names as they are supposed to be straight-
forward to detect. Upon closer inspection of the actual
keystrokes from the user involved, we find out that one user
appears to have shared their account with someone else.
The 22 false negatives on names belong to the other person
who shares the account with the main user.

The 24 false positives for phone numbers are actually
numbers used in mathematical computation, random typing,
or a mix of digital strings such as dates with some other dig-
its. The one false negative of address (“25 swan”) contains
only house number and street name (‘swan’) but without
any of the word street, city, or state. We don’t believe this
will be meaningful to any third party that is geographically
far away from Clarkson University. The five false positives
include “ON your way”, “1 in the way”, “7 either way”, “4
of the way”, and “l, o pulled up road”, as an address.

Not surprisingly, the 68 false positives for passwords
reflect the empirical nature of our username/password de-
tection mechanism described in Section 3.4, but we are
happy with its performance with a precision of 98.3%. On
the other hand, the 12 false negatives are ones that lack
the necessary context for us to ascertain that they are in-
deed passwords, where either a URL for the web system
or a username is missing. So given that the data has been
anonymized, we conclude that all twelve of them are be-
nign. Lastly, due to the time-consuming nature of evaluat-
ing the precision for campus ID, SSN, and bank cards, we
choose to evaluate only their recalls instead. As shown, our
detection program is able to achieve perfect recalls.

The filtered PII keystrokes constitute about 1.33% of the
total keystrokes in the original dataset. To assess the impact
of removing PII’s on keystroke authentication, we compare
the detection error rates of Gunetti & Picardi [8] before
and after PII removal. As shown in Figure 1, the filtered
dataset is only marginally worse than the original in terms
of EER. This is as expected, as the users tend to be more
familiar with the removed PII’s, and thus the PII keystrokes
are easier to pass the authentication than less familiar free
keystrokes. However, the performance degradation due to
PII removal, appears to be small and acceptable.

5. Conclusion
The keystroke data used for authentication often contains

sensitive personally identifiable information that if leaked,
may lead to various possible harms, including personal em-
barrassment, financial loss, blackmails, and identify theft.
Our PII detection program is able to achieve near perfect

Figure 1. Detection Error Tradeoff (DET) for datasets with/with-
out privacy filtering. X axis: FAR (false accepts) and Y axis: FRR
(false rejects). Filtering privacy information slightly raises FRR.

recall at the acceptable expense of losing some useful data.
The difference of detection error tradeoff before and after
removing PII’s from the original dataset is negligible. We
find that there are indeed significant amounts of PII’s in the
studied dataset that must be removed before sharing with
the research community.

Note that our main contribution in this paper is an ex-
perience report on how we remove PII’s from a research
dataset before sharing, not necessarily any algorithms that
can be directly applicable for general enrollment of a person
into some keystroke based biometric identification system.
The proposed algorithm is run only once before releasing
keystroke database into the public domain, and is not ap-
plicable for subsequent usage of developed keystroke bio-
metric system, neither person enrollment nor identification.
While the utility of the proposed algorithms may be limited,
we hope that our experience in removing PII’s can be useful
to inform the future design of enrollment and identification
in keystroke dynamics systems.
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