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Abstract
Keystroke authentication can help significantly improve
computer security by hardening passwords or offering active, continuous authentication. Over the years, many
keystroke authentication algorithms have been reported to
produce promising results. However, these results are tested
on proprietary datasets with varying numbers of subjects
and amounts of text, making it difficult to compare and improve the state of art. We describe a new dataset that we
have developed with the goal to serve as a shared common
testbed to enable future improvements. The new dataset
includes keystroke data for short pass-phrases, fixed text
(transcription of long proses), and free text. It also includes
video of a subject’s facial expression and hand movement
during the data collection sessions, allowing for a deeper
understanding of why an algorithm works the way it does,
for example, by finding out whether a subject is a touchtypist or not. As a baseline for benchmarking, we also include the results of replicating two existing algorithms using
the new dataset.

the accomplishments so far along the three dimensions of
performance, cost for a user to enroll and authenticate, and
statistical confidence in the test results [10]. While they recognize that significant progress has been made by both academics and inventors in demonstrating the great promise of
keystroke authentication, they also point out that “lack of
a shared set of standards for data collection, benchmarking, and measurement have prevented, to some degree, any
growth from collaboration and independent confirmation of
techniques.” They go on to predict that future progress of
the field will rely on the creation of data sets that can be
shared between studies, enabling researchers to focus on
perfecting their classification methods instead of burdening
them with the task of building usable sample data.

1. Introduction

To help move the field forward, we have been establishing a common shared keystroke dataset at Clarkson University since 2011. Our dataset currently contains three kinds
of data (passwords, transcription, and free text) from 39
subjects. Each subject in general has contributed two sessions of data, approximately one hour each, on two separate
days. Furthermore, as a baseline for comparison, we have
implemented and evaluated two algorithms from the literature using the new dataset, which are included as part of the
new dataset as well.

Keystroke authentication is a biometric method that incorporates typing characteristics for verification of individuals [10]. Most of the keystroke research to date have been
focused on transcription or fixed text keystroke recognition,
e.g., [5], [3], and [7]. Recently, free text keystroke authentication is also gaining significance as continual authentication is in demand for security and usability reasons, e.g., [2]
and [9]. Free text keystroke authentication enables a user to
verify her identity without having to remember passwords
or enter fixed text. Additionally, it provides a system that
can actively and continuously authenticate a user over time.
Compared to one-time authentication, continuous authentication protects from the case when an attacker may use a
device or computer which has already been authenticated.
In 2004, Peacock, Ke, and Wilkerson published a survey
of the field of keystroke authentication, with a summary of

Our dataset is the largest among all public ones in terms
of the amount of text per subject. It is also unique in that
it contains fixed, free, and transcribed texts plus video of
facial expressions and hand movements. We are aware of
five other public datasets for keystroke authentication research. Four of these contain keystroke data for passwords
only [6] [1] [4] [8]. Gunetti and Picardi’s dataset [2] is
the only free text dataset that we know can be made available upon request from the authors. However, their data
was collected using an email client and in Italian instead of
English. Unlike ours, their dataset has no accompanying
videos or baseline comparison algorithms, which is not surprising since their original goal was not to prepare a common, shared dataset, but to evaluate the new algorithms that
they propose. Nonetheless, additional modalities, such as
videos and sounds [11], can be used to further enhance the

Study
Joyce and Gupta [3]
Killourhy and Maxion [4]

#subjects
27
51

Loy, Lai, and Lim [8]

100

Lin [7]
Leggett et al. [5]
Gunetti and Picardi [2]

125
17
40

Messerman et al. [9]

55

Clarkson
University’s
Dataset (this paper)

39

Nature of text
short phrases (user names and passwords)
single password (All users type the same password
“.tie5Roanl” 400 times over 8 sessions)
single password (recording both digraph latency and pressure.
All users type the same password “try4-mbs” 10 times)
passwords
transcription of two proses of 1,400 and 300 chars each
free text (Italian, 40 subjects each contributing 15 samples;
another 165 impostors each contributing one sample; sample
length: 700-900 chars.)
free text (multiple sessions spanning 12 months, a total of 3,000
to over 6,000 chars per subject)
mixed data of passwords, fixed text, and free text (two sessions
spanning 11 months, on average 21,533 chars per subject)

Shared?
No
Yes
Yes
No
No
Yes

Unknown
Yes

Table 1: Characteristics of datasets from representative prior studies.

Figure 1: Videos of a subject’s face (left) and hand movement (right) are recorded during each data collection session.
performance of user authentication.
Our dataset can be requested from the authors at Clarkson University, based on information found on the following URL. We are currently starting a second phase of data
collection to include data from over 100 subjects.
http://clarkson.edu/citer/research/
collections/index.html

for our data collection instrument is to capture keystroke
data from all three kinds of activities. To this end, a set of
twelve questions was designed to elicit a subject’s response
as follows (also see Table 2 for details):

2.1. Design and Data Collection

1. The first three tasks of password entry require a subject
to repeatedly type each of three different passwords
(the top section in Table 2) 10 times in the beginning
and end of the experiment, respectively. Therefore,
each password is typed twenty times in total. These
three passwords remain identical across all subjects.

We conduct a literature survey to better understand the
requirements for keystroke datasets. As shown in Table 1,
prior research has investigated three kinds of typing activities: password entries, free style typing, and transcription
of fixed text. Motivated by this result, to maximize the coverage and utility of our dataset, one important design goal

2. The second group of tasks are free style typing (see
the middle section in Table 2). These tasks require a
subject to write their opinions or observations for a set
of 9 survey questions. Seven out of the nine survey
questions are carefully designed around the interest areas of the subject population to ensure fluent response

2. Description of Clarkson University’s Dataset

Passphrase questions
1. Please enter the passphrase: yesnomaybe
2. Please enter the passphrase: bahaNe312!
3. Please enter the passphrase: ballzonecart
Freetext questions
4. Describe why you chose to study/work at Clarkson University. Are you satisfied with your decision
to come to Clarkson University? In your experience what do you think is the most important quality in a
university? Would you recommend Clarkson University to high school graduates/employees and why?
5. What activities do you like to do in your spare time? Do you like art, music or theatre? Describe the type
of outdoor activities you like to do. What activities do you like to do in your current city Potsdam NY? Do
you think there is a good balance of indoor and outdoor activities here in your current city Potsdam NY? If
you could change anything about your current city Potsdam NY to increase social activities, what would you
do?
6. Describe what you like and dislike about your current city Potsdam NY. Do you like the buildings and the
lecture rooms? How do you find campus dining? Do you think the school has enough sporting facilities?
What other recreational activities could be developed? How do you find the education? What do you think
of the professors? What do you think about the classrooms and laboratories?
7. Describe your favorite vacation spot. Where is it located? What does it look like? Describe the environment. How crowded is it? What is the region surrounding look like? How often do you have the chance to
go there? If you had the chance to go abroad for three months which countries would you like to visit? Why
would you be interested in visiting them?
8. Describe your favorite class in college or high school and why you like it. Describe your least favorite
class in college or high school and how the instructor can make it more interesting. Do you like interaction in
classes? What do you think about labs? Do you find them useful in learning the concepts of a class? Would
more homeworks and quizzes help you learn better? If there was not any grading involved would you enjoy
the class better? Would you also learn better?
9. Describe your future career plans. Which sector are you planning to work in? Where do you see yourself
in five years from now? Do you think you are close to your goals? What would make achieving your goals
easier? Do you think Clarkson University prepares you well for achieving your goals? Do you think achieving
your dreams is more about luck or hard work?
10. Describe what you see in this picture. What does the scene look like ? What are the people doing?
11. Describe what you see in this picture. What does the scene look like ? What are the people doing?
Transcription Questions
12. Please type the commencement speech delivered by Steve Jobs to Stanford University graduates. Please
write it all, not only 500 characters!
Thank you. I’m honored to be with you today for your commencement from one of the finest universities in
the world. Truth be told, I never graduated from college and this is the closest I’ve ever gotten to a college
graduation. Today I want to tell you three stories from my life. That’s it. No big deal. Just three stories. . . .
13. Please continue typing the commencement speech delivered by Steve Jobs to Stanford University graduates (part 2). Please write it all, not only 500 characters!!
. . . You have to trust in something–your gut, destiny, life, karma, whatever–because believing that the dots
will connect down the road will give you the confidence to follow your heart, even when it leads you off the
well-worn path, and that will make all the difference.
Table 2: Set of questions used to elicit a subject’s response in the two data collection sessions.

from the university employees and students. In order to
boost more natural typing, these questions are further
expanded to provide freedom to subjects in choosing
their writing topics. To this end, the final two survey
questions are designed to invite the subject to describe
their observations about pictures of crowded scenes
with human activity. For all of the survey questions,
a subject is required to type at least 500 characters before moving on to the next question (this is enforced
by the user interface).
3. The last group of two transcription tasks involve transcribing a not so familiar text, Steve Jobs’ commencement speech at Stanford University (see the bottom
section in Table 2).
A browser-based key-logger was developed to display
the set of twelve questions to a subject and capture
keystroke events in a web browser (Internet Explorer 8). A
subject uses a browser to respond sequentially to the questions displayed on a web page by clicking the “Next” button. Figures 2, 3, 4 show three example screenshots that a
subject actually views during data collection.
Data collection A desktop environment was set up in a
lab at Clarkson University to collect keystroke data from
participating subjects. The data collection was conducted
with a total of 39 subjects spanning a period of eleven
months between August 2011 and June 2012. Each subject
attended two sessions of approximately one hour each on
two separate days. For majority of the subjects, there were
1 or 2 months between the first and second visits. However,
there were also shorter gaps such as a couple of days and
longer ones such as four to five months in between.
In the end, our dataset contains data from a total of 39
subjects. Each subject’s data are stored as text files, one
for each session. In order to provide more useful information for future researchers, during the experiment, a subject’s face and keyboard are video-recorded using two webcams (see Figure 1). These videos are included as part of
our dataset as well.

2.2. Keystroke Recording and Feature Extraction
A JavaScript key-logger is developed that collects both
keystroke and timing data from a client Web browser and is
capable of transmitting that data to a PHP web server hosting the data collection site. This keystroke program records
keystroke events as they occur in real time. Each event contains the information of the associated key and whether the
key is a press or a release event along with the timestamp (in
millisecond) when the even happens, and the elapsed time
since the previous event.
Given a sequence of events, single character sequences
are extracted from keystroke events using the following
strategy. The event sequences are read in the order of the

timestamp of occurrence. Once a key press is observed the
corresponding release time is searched starting from this
point in the event history and a press-release pair for that
key is recorded. Single key records are kept in the order
of the key presses and have key press and release times.
To find the temporal dynamics of character pairs, single
records are later transformed into pair or triple of characters
(digraphs and trigraphs, respectively) by finding successive
pair of characters and extracting temporal features between
press and release times of the key pairs.

2.3. Statistics of Clarkson University’s Dataset
To provide a quantitative measure of our dataset, as
shown in Tables 3 and 4, we collect standard statistics for
raw keystrokes as well as digraphs and trigraphs in our
dataset. Note that most subjects would contribute more
than 4,000 keystrokes per session, since there are eight
questions, and a subject is required to type at least 500
keystrokes. The minimum of 2,948 in Table 3 is due to
one subject who leaves before data collection is completed.
There are only two such users in our dataset.
A digraph is defined as two adjacent keys in a subject’s
typing; for example, the word “the” consists of two digraphs, “th” and ”he”. The concept can be generalized to
a n-graph for n adjacent keys in a subject’s typing. The latency time, or duration of a n-graph is defined as the time
elapsed between the two key press/release events that correspond to its first and last keys.
To collect the statistics, we parsed each session file to
identify digraphs and trigraphs. We discarded any n-graph
whose latency time is longer than 500, or shorter than 30,
milliseconds. For our statistics, n-graphs were made of alphabet letters plus SHIFT and SPACE keys; we did not include any punctuation marks or digits. But of course future
users of our data can also use a different set of keys for the
definition of n-graphs.
Statistics
average
stdev
min
max

#keys (Session 1)
11,066
2,358
2,948
14,184

#keys (Session 2)
10,467
1,823
4,731
13,069

Table 3: Statistics of raw keystrokes in Clarkson University’s dataset. The minimum of 2,948 is considered an outlier due to a subject leaving without completing Session 1.

3. Evaluation Results
To validate the quality and demonstrate the usefulness of
our data, we have replicated two existing studies, namely

Figure 2: Screenshot of a passphrase question.

Figure 3: Screenshot of a description question.
Leggett et al. [5] and Gunetti & Picardi [2]. These algorithms will serve as baseline comparison for future research
projects that use our dataset.
Both studies follow a general process as follows. Part

of a subject’s data is used to build a reference profile for
him/her. The remaining data is used as a test sample to test
against the reference profile. A similarity score is calculated between a test sample and a reference profile. In the

Figure 4: Screenshot of a transcription question.
Statistics
Session 1
average
stdev
min
max
Session 2
average
stdev
min
max

#digraph / #unique

#trigraph / #unique

8,406 / 389
1,944 / 30
1,725 / 263
10,773 / 430

7,561 / 1,603
1,881 / 271
1,437 / 601
10,126 / 1,901

8,261 / 388
1,685 / 23
2,942 / 312
10,548 / 423

7,520 / 1,620
1,682 / 229
2,609 / 877
9,910 / 1,928

Table 4: Statistics of digraphs and trigraphs in Clarkson
University’s dataset.

case of identity classification, the test sample is classified as
coming from the owner of the reference profile that yields
the highest similarity score. In the case of identity authentication, a threshold is chosen such that if the similarity score
of a test sample is higher than the chosen threshold, the test
sample is considered originating from the owner of the reference profile, and thus accepted. For performance measurements, we report error rates for classification. For authentication we use FAR (False Acceptance Rate) and FRR
(False Rejection Rate).

3.1. Algorithm 1: Leggett et al. [5]
Leggett et al. [5] assume that the latency times for all
occurrences of a digraph in the reference profile follow a
normal distribution (µ, σ). If the latency time for a digraph in the test sample falls between the acceptance region
([µ − d ∗ σ, µ + d ∗ σ]), it is considered accepted; otherwise,

#error
error rate

A2
54
7.57%

A3
75
10.5%

A2,3
48
6.73%

R2
39
5.47%

R3
56
7.85%

R2,3
40
5.61%

A2+R2
38
5.33%

A2,3+R2
39
5.47%

A2,3+R2,3
36
5.05%

Table 5: Performance of classification using Gunetti & Picardi [2] (713 classification attempts).

FAR
FRR

A2
1.13%
6.03%

A2,3
0.89%
4.77%

R2
1.09%
5.75%

A2+R2
1.01%
5.05%

A2+R2,3
0.78%
5.19%

A2,3+R2
0.79%
3.93%

A2,3+R2,3
0.75%
3.93%

Table 6: Performance of authentication using Gunetti & Picardi [2] (713 genuine attempts, 27,094 attacks).
rejected. The similarity score for the test sample is in turn
defined as the ratio of the number of accepted digraphs over
the total number of digraphs appearing in a test sample.
We implemented this algorithm in R and evaluated it using our data for both classification and authentication scenarios. In our current evaluation, we simply used the data
from session 1 to build a reference profile for each subject,
and the data from session 2 as a test sample. For classification, this algorithm made two mistakes out of classifying
the 39 subjects, or an error rate of 5.1%.
For authentication, unlike Leggett et al. [5], who set d =
0.5 and a acceptance threshold of 0.6 for similarity score,
we set d = 1 and obtained results for a threshold of both
0.9 and 0.85, respectively. When the threshold is set at 0.9,
we obtained an FAR of 0.25% and an FRR of 17.65%. For
the threshold of 0.85, we obtained an FAR of 3.45% and an
FRR of 8.82%. These results are comparable with that of
Leggett et al. [5]. Apparently, there is a tradeoff between
FAR and FRR values for different threshold values. A more
accurate comparison will require creating and comparing
two ROC curves, but we probably will not be able to get the
ROC for the original study conducted almost 25 years ago.
This highlights the importance of preserving and sharing
research data for future benchmarking and comparison.

3.2. Algorithm 2: Gunetti & Picardi [2]
Gunetti and Picardi [2] use two measures, “A” and “R”,
and several of their combinations, as the distance between
two typing samples. As can be seen below, “A” utilizes the
absolute n-graph latency time, and “R” utilizes the relative
order of the n-graphs shared by the two samples.
“A” measures consider only the absolute latency time
of each n-graph in the two samples under comparison. Let
GS1,L1 and GS2,L2 be the same n-graph occurring in two
typing samples S1 and S2, with latencies L1 and L2, respectively. We say that GS1,L1 and GS2,L2 are similar if
1 ≤ max(d1, d2)/min(d1, d2) ≤ t, for some constant t.
The “A” distance between S1 and S2 w.r.t. the n-graphs
they share and for a certain value of t is then defined as:

An (S1, S2, t) = 1−(number of similar n-graphs between S1 and S2)/(total number of n-graphs shared by S1
and S2).
As a consequence, if there are no similar pairs of ngraphs in two typing samples, their distance is 1. If all ngraphs pairs are similar, the distance is 0.
“R” measures quantify the degree of disorder of an array V of size K w.r.t. another array V 0 . It is defined as the
sum of the distances between the position of each element
in V and the position of the same element in V 0 . For example, the disorder of array A = [2, 5, 1, 4, 3] w.r.t. A0 =
[1, 2, 3, 4, 5] is: (1 + 3 + 2 + 0 + 2) = 8. The disorder of an
array of K elements is normalized by dividing it by the value
of the maximum disorder, which is |V 00 |2 /2 (if |V 00 | is even)
or (|V 00 |2 − 1)/2 (if |V 00 | is odd). The normalized disorder
of any array V falls between 0 (if V is ordered) and 1 (if V is
in reverse order). The normalized disorder of array A above
is: (1 + 3 + 2 + 0 + 2)/[(52 − 1)/2] = 8/12 = 0.66666.
If two test samples S1 and S2 share K n-graphs, the
distance of S2 from S1 is the sum of the distances of each
n-graph of S2 w.r.t. the position of the same n-graph in S1,
divided by the maximum disorder showed by an array of K
elements; n-graphs not shared between the two samples are
simply ignored.
We implemented Gunetti and Picardi [2] in Python and
evaluated their algorithms using our dataset. In both classification and authentication, we used exactly the same parameter values as in Gunetti and Picardi [2]. Different from
the other baseline algorithm [5] that we have implemented
above, Gunetti and Picardi’s authentication algorithm [2]
requires a user’s reference profile to have multiple samples.
Therefore, in our current evaluation, we simply combined
and divided the data from both sessions into 20 pieces.
More specifically, we split each of the two sessions into 10
pieces, where each piece contains one of the eight free response questions or the two transcription tasks plus three
passwords. We removed pieces that contain fewer than 50
unique digraphs and trigraphs combined. In the end, we obtained 713 reference profiles and test samples, respectively.

To conduct a 20-fold cross validation, we used 19 out of
the 20 pieces to create a reference profile and the remaining
one piece to create a test sample. Tables 5 and 6 depict the
performance results for classification and authentication, respectively. Overall, our performance results are consistent
with those of Gunetti and Picardi [2]. Furthermore, our
results also support the conclusion that they draw in their
study. That is, combining R measures and A measures, and
combining digraphs and trigraphs, indeed improve the authentication performance, although our improvement does
not appear to be as dramatic as theirs.

4. Conclusion and Future Work
We present a new keystroke dataset that includes short
phrases, free text, and transcribed text from 39 users. We
have shown that our dataset can be used to reproduce similar
authentication performance as in prior research. Our dataset
is also accompanied with implementation of two existing
keystroke authentication algorithms as well as the videos of
facial expressions and hand movements of the users, which
would facilitate future comparison of algorithms and fusion
studies. We have shared our dataset with the broader research community at the following URL:
http://clarkson.edu/citer/research/
collections/index.html
To enable greater depth in performance measurement in
this subfield, we anticipate to grow our dataset to contain
more than 100 subjects in the near future. We will also collect more data for each user. The larger dataset will allow us
to study new algorithms and additional important research
problems such as the impact of reference profile size and
test sample size on authentication performance.
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