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Abstract—In biometric systems, the threat of “spoofing”,
where an imposter will fake a biometric trait, has lead to the
increased use of multimodal biometric systems. It is assumed
that an imposter must spoof all modalities in the system to be
accepted. This paper looks at the cases where some but not all
modalities are spoofed. The contribution of this paper is to
outline a method for assessment of multimodal systems and
underlying fusion algorithms. The framework for this method is
described and experiments are conducted on a multimodal
database of face, iris, and fingerprint match scores.

I. INTRODUCTION
Biometric systems have been found to be useful tools for
person identification and verification. A biometric
characteristic is any physiological of behavioral trait of a
person that can be used to distinguish that person from other
people. A few key aspects of a human physiological or
behavioral trait that make for a strong biometric for
recognition are universality, distinctiveness, permanence, and
collectability. These ensure that the trait is available from all
people, is adequately variable among all people, does not
change significantly over time, and is reasonably able to be
measured. The problem with any human trait that meets these
criteria is in the performance, acceptability, and
circumvention of the biometric trait [1]. Performance is an
issue resulting mainly from the combination of lack of
variability in the biometric trait, noise in the sensor data due
to environmental factors, and robustness of the matching
algorithm. Acceptability indicates how willing the client pool
will be to use the biometric identifier regularly.
Circumvention is the possibility of a non-client (impostor)
getting past the system using deceptive methods. Typically
these methods involve the forgery of the biometric trait, an
act commonly termed “spoofing”. The security threat of
spoofing will be the main focus of this paper.
To better deal with the performance of a biometric system
as well as hopefully diminishing the possibility of
circumvention, the idea of using multi-biometric systems has
gained popularity [2]. A multi-biometric system is one that
combines information from multiple sources in an attempt to
reduce the effect of poor performance in any one source.
Multi-biometric systems have commonly taken three forms;
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single biometric trait multiple representation, single
biometric trait multiple matcher, and multiple biometric trait
[3]. These three methods seek to reduce errors due to noisy
sensor data, poor matcher performance, and poor
performance in a biometric trait in general. Implementing
multiple modalities (i.e., biometric traits) in a system, for
instance, face, iris, and fingerprint, requires an imposter to
spoof more than one biometric trait, making it much more
difficult to fool the system. This gives multimodal systems a
leading edge over the other two classes of multi-biometric
systems in terms of security.
The key to creating a secure multimodal biometric system
is in how the information from the different modalities is
fused to make a final decision. There are two different
categories of fusion schemes for multiple classifiers; rule
based and supervised based. The rule based strategies consist
of but are not limited to sum rule, product rule, max rule, min
rule, median rule, and majority voting, of which sum rule was
found to be the best performer as described by Kittler [4].
Supervised methods, on the other hand, require training but
can often provide better results than the rule based methods.
Fierrez et al. [5], for example, have shown that a fusion
strategy using a support vector machine (SVM) was able to
out-perform a fusion algorithm using the sum rule.
Introducing a quality measure into a fusion algorithm is one
method that has been used to boost performance in multibiometric systems, such as the multiple matcher approach for
fingerprint recognition of Fierrez et al. [6], as well as the
bimodal approaches presented in [7] and [8].
The main focus of this paper is the security risk in
multimodal biometric systems due to spoof attacks. It is
commonly believed that in order for an imposter to fool a
multimodal system, every modality would need to be
spoofed. The threat being addressed here is the case where a
subset of biometric modalities of a multi-modal system is
spoofed (e.g. one of three, or two of three modalities).
Rogrigues et al. [9] proposed the idea of using quality
measures in a fuzzy logic based fusion algorithm to protect
against spoof attacks. The methods proposed in [9]
implement auxiliary information such as a sample quality
measure and a measure of security (i.e., how easy it is to
spoof each biometric trait), to weight the contribution of each
biometric modality to the system. If for instance, a more
secure biometric of high quality gives a low match score and

a less secure biometric gives a high match score, then there is
a high likelihood of a spoof attack. We further extend the
work of Rogrigues in exploring the multimodal vulnerability
and strategies for fusion in the case where partial spoofing
has occurred.
It is commonly understood that one of the strengths of a
multimodal system is in its ability to accommodate for noisy
sensor data in an individual modality. In contrast, a more
secure algorithm, in order to address the issue of a spoof
attack on a partial subset of the biometric modalities, must
require adequate performance in all modalities. This type of
algorithm would invariably negate, to some extent, the
contribution of a multimodal system to performance in the
presence of noisy sensor data. Therefore this creates a
tradeoff between performance and security in multimodal
systems as is presented in Table I. This simplified table
shows that a unimodal system suffers from low performance
in terms of noisy data and low security in terms of spoof
attacks. A multimodal system improves the performance
aspect but increases the security only slightly since it is still
vulnerable to partial spoof attacks. Enhanced fusion methods,
which utilize approaches to improve security, will again
suffer decreased performance when presented with noisy
data. A framework in order to study the tradeoffs will be
presented, as well as quantitative results to support the
conjecture of Table I.
The contribution of this paper is the development of a
framework for the assessment of the performance of
multimodal biometric systems under non-zero effort (spoof)
attacks. It will be shown that there is a significant security
risk where only a subset of the modalities used in the system
are spoofed and the remainder are zero effort attempts, where
the imposter merely presents their own biometric traits to the
system. This framework will be a basis for analyzing systems
as well as the underlying fusion algorithms. In addition, this
assessment will provide information to quantify various
performance metrics to allow for a more informed choice on
how to qualitatively set the system decision threshold to
ensure adequate performance and security under the threat of
a spoof attack.
II. PARTIAL SPOOF ASSESSMENT FRAMEWORK
The typical method for assessing a multimodal biometric
system is first to make genuine comparisons, where all
modalities for enrollment and authentication are from the
same subjects. Then, for imposter comparisons, pairs of two
different subjects are chosen, one to represent all modalities
for enrollment and the other to represent all modalities for
authentication. In multimodal fusion, the relative tradeoff of
performance for genuine versus imposters is given using a
DET curve, as described below. A DET curve can be created
for each modality, as well as the fusion of the multiple
modalities. The process of fusion includes score
normalization. Details of the fusion rules and score
normalization are given later in this section. In this paper, we
assess security of the fusion rule given a multimodal system
using three modalities; we assume that one or two of the
modalities are spoofed. To simulate a successful spoofing

TABLE I
TRADE-OFF BETWEEN PERFORMANCE AND SECURITY IN MULTIMODAL
FUSION

Number of Modalities

Performance

Security

Single Modality

Low

Low

Multiple Modalities

High

Medium

Multiple Modalities with
Enhanced Fusion

Medium

High

attempt, we assume that the genuine score is a successful
spoof attempt for the spoofed modality and the imposter
scores are used for the other modalities (i.e., assume the user
supplied his/her own biometric). This structure is outlined in
Table II. Additional performance metrics for this alternative
structure are given below.
A. Score Normalization
In a multimodal biometric system it is important to
normalize the scores from each source so as to avoid an
unwanted bias towards any of the modalities. There are many
methods for normalizing scores, as described by Jain et al.
[10]. Here, z-score normalization, which scales the scores
based on the mean and standard deviation of the score
distribution, is shown to give the best results. The min-max
method, which scales the scores to the range of zero to one
using the lowest and highest score, is described as one of the
simplest method and is shown to provide near optimal
results. In the following experiments, the scores will be
normalized using the min-max technique, as having the
scores bound to a range of zero to one will allow for a more
convenient assessment.
B. Fusion
Once the scores have been normalized so that they are
within the same range, they are combined using fusion to
make a final score. There are a multitude of fusion strategies
to choose from. A simple rule based strategy is sufficient to
present the proposed framework. Given that the sum rule has
been found to be the top performer of the rule based
strategies, it will be implemented in the following
experiments.
C. Assessment
After the scores from each modality have been fused, giving
a combined score in the range of zero to one, a threshold is
implemented to make a final accept or reject decision. By
varying this threshold, a performance curve known as a
Detection Error Tradeoff (DET), [11], can show the
relationship between the false reject rate (FRR), the
percentage of genuine users that are rejected and false accept
rate (FAR), the percentage of imposters that are accepted.
In our proposed security framework, to distinguish from
FAR, a new metric is introduced called the spoof false accept
rate (SFAR), which is the percentage of false accepts given
that one or more of the modalities have been successfully

TABLE III
OUTLINE FOR PARTIAL SPOOF ASSESSMENT FRAMEWORK. G INDICATES A
GENUINE MATCHING AND I INDICATES AN IMPOSTER MATCHING. GENUINE
MATCHINGS ARE USED TO SIMULATE SUCCESSFUL SPOOF ATTEMPTS.

Categories

Face

Iris

Fingerprint

Performance
Metric

Clients

G

G

G

FRR

Imposters

I

I

I

FAR

G
I
I
G
G
I

I
G
I
G
I
G

I
I
G
I
G
G

1 Modality
Spoofed
2 Modalities
Spoofed

SFAR

SFAR

spoofed. As has been outlined in [12], spoof false accept rate
(SFAR) should be distinguished from traditional FAR, as it
involves a non-zero effort to spoof the system. A multimodal
system will be analyzed by the comparison of the traditional
FRR and FAR with the new SFAR. Table II shows the
outline for this method of assessment and related
performance metrics.
III. EXPERIMENTS
For the following experiments, a multimodal database
consisting of face, iris, and fingerprint match scores from
genuine and imposter pairs is used. This database was created
by West Virginia University and is available on the CITeR
website [13]. A spoof attempt is simulated using a genuine
match score in place of an imposter match score. Given the
availability of three modalities, a three modality system,
where one or two modalities are spoofed as well as a two
modality system where one modality is spoofed will be
illustrated.
Fusing the match scores from face, iris, and fingerprint
should allow for a high performing biometric recognition
system. Common practice in the designing of such a system
is to obtain a large number of match scores from genuine and
imposter comparisons and calculate the FRR and FAR values
at varying threshold levels. A DET curve can then be made
by plotting FRR vs. FAR on a log scale. The point at which
FRR equals FAR is known as the equal error rate (EER) and
is often chosen as the operating point of the system by setting
the corresponding threshold level. Here we choose the EER
as the operating point for our analysis, but similar analysis
can be performed for other points on the curve.
With a set threshold (here at the equal error between
FRR and FAR), the additional curves based on the SFAR can
be analyzed based on the same threshold. At a specific
operating point, for the rule-based fusion, FRR will be the
same for both FAR and SFAR, as the change in score fusion
as shown in Table II only impacts SFAR. As shown in Figure
1, there are two groups of DET curves based on SFAR, for
one modality spoofed and two modalities spoofed.

Fig. 1. DET plot for 3 modality multimodal system. The dark blue line is the
traditional fusion with tradeoff between FRR and FAR. For a fixed FRR, the
operating point line can be followed to the right in order to observe the
intersection of the DET curves with the remaining lines which indicate the
tradeoff between the same FRR (for a set threshold) and SFAR. An
improved tradeoff between SFAR and FRR can be seen by the intersection
of the curves with the equal error line.

Fig. 2. DET plot for 2 modality multimodal system. For this system, like the
3 modality system, a high SFAR is shown at an operating point selected to
be at the EER between FRR and FAR, which can be corrected to achieve a
better tradeoff at EER where FRR equals SFAR.

In addition to the three modality system, a two modality
system is conceptualized using the face and iris match scores.
The DET curve for this type of system is shown in Figure 2.
IV. DISCUSSION
The effect of a spoof attack on the system under study is
represented by the SFAR, which can be seen as a shifting to
the right of the FAR in Figures 1 and 2. By following the
operating point line to the right, the performance during a
spoof attack, in terms of SFAR, in shown by the intersection
of the DET curve with the operating point line. These results
are pulled out and displayed in Figures 3 and 4 for the three

TABLE IIIII
ERROR RATE TRADE-OFF BETWEEN PERFORMANCE AND SECURITY IN
MULTIMODAL FUSION. F AND I INDICATE FACE AND IRIS RESPECTIVELY.

3 Modality FAR/SFAR
100

Operating point
Equal Error

40

Number of Modalities

20

FAR/SFAR (%)

4
2
1

Performance

Security

FRR

FAR

SFAR

Single Modality

F: 0.35%
I: 2.06%

F: 0.35%
I: 2.06%

~100%

Multiple Modalities

0.14%

0.14%

48.37%

Multiple Modalities
with Enhanced Fusion

1.76%

0.014%

1.76%

10

0.4
0.2
0.1
0.04
No Spoof

Iris

Finger

Face

Face/Iris Iris/FingerFace/Finger

Fig. 3. Performance of 3 modality system comparing FAR and SFAR. The
data points from the original operating point (-x-) as well as after adjustment
to spoof equal error (-o-) for the 3 modality system are presented. An
improved SFAR is shown.
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Fig. 4. Performance of 2 modality system comparing FAR and SFAR. The
data points from the original operating point (-x-) as well as after adjustment
to spoof equal error (-o-) for the 2 modality system are presented. An
improved SFAR is again shown after adjusting to the equal error.

modality and two modality cases respectively.
The results of Figure 3 show an EER (FRR/FAR) of
0.05%. For this operating point, when one of three modalities
is spoofed, the average SFAR is 4.9%, with an associated
FRR of 0.05%. When two of three modalities are spoofed the
SFAR jumps up to an average of 97.4%, that is, over 97% of
the time, a person will be able to spoof the system by
spoofing two of three modalities.
To improve security of the fusion algorithm, we consider
a new threshold where FRR equals SFAR; we will call this
the Spoof EER (EERspoof) line. At this new threshold of the
system, a better tradeoff between FRR and SFAR can be
achieved at 0.31% EERspoof for the case where one modality
is spoofed and 2.89% EERspoof for the case where two
modalities are spoofed. It is evident that the tradeoff in these

adjusted error rates may be preferred given the threat of a
spoof attack.
It should be noted that the operating points selected are
used as an example. It is recognized that other operating
points could be selected depending on the application
requirements for FRR, FAR, and SFAR.
These results are comparable to the two modality
system, where a SFAR given one modality is spoofed of
48.37%, averaged over the two modalities, with a FRR of
0.14% can be equalized to an EER of 1.76%. The two
modality system results are now used to recreate Table I in
terms of actual error rates from the above presented results to
demonstrate the high, medium, and low performance and
security measures. These error rates are tabulated in Table
III. This table shows that a bimodal system is able to improve
performance under normal operating conditions over a single
modality system but is not secure in regards to a spoof attack
on one modality. An enhanced fusion algorithm with
increased security is much more able to protect against a
spoof attacks but looses performance with respect to the
FRR.
One limitation to the fusion framework to perform the
tradeoff between performance and security is that it rests on
the assumption that spoof match scores would be similarly
distributed as live match scores. More study needs to be
performed which will compare the score distributions of
matched live-live and live-spoof image pairs. If there is a
difference, the distribution of genuine scores can be adjusted
to reflect a typical live-spoof distribution.
In future work, it is proposed that this same procedure be
implemented for a number of different fusion strategies as a
means of comparing performance between algorithms.
The sum rule for fusion at the score level is among the
simplest of such algorithms and is used here merely to
demonstrate the structure of the method of assessment.
Enhanced fusion strategies such as proposed here and in
Rodrigues, et al [9], need to fully consider the tradeoff in
FRR, FAR, and newly introduced SFAR, to utilize the power
of multimodal fusion for increased performance and security.
Our future efforts will be the use of this framework to assess
fusion algorithms across an expanded set of databases
consisting of a broad range of modalities.

V. SUMMARY/CONCLUSIONS
Given the increasing concern about security in biometric
systems, the threat of non-zero effort attacks on these
systems must be addressed. Traditional FAR accounts only
for zero effort imposter attempts on a system. Real spoof
attempts may be rare but are becoming more feasible and
need to be taken into account. This paper has shown that a
multimodal biometric system is not impervious to spoof
attacks and is even vulnerable to partial spoof attacks. If a
system is designed based only on traditional FRR and FAR, a
partial spoof attack has been shown to be possible with a high
probability.
This paper proposes a method for determining the best
practices for using multimodal fusion to minimize spoof
attacks. A new performance measure, SFAR, is introduced to
represent conditions of a partial spoof attack. It is shown that
after a system assessment based on SFAR is conducted, a
calculated adjustment of the operating point can ensure for a
more secure system, at a cost of decreased FRR performance.
While intuitively expected, we quantitatively demonstrate
how to assess the tradeoff.
As a future step in this research, additional multimodal
databases will be sought out to be implemented in this study.
A number of fusion algorithms will also be collected and
compared using the methods outlined in this paper. Through
this assessment of multimodal biometric systems, it is likely
that insight will be gained as to how a liveness detection
method might best be integrated into an overall system.
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