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Abstract—Multimodal systems have been used for the
increased robustness of biometric recognition tasks. A unique
strength of multimodal systems can be found when presented
with biometric samples of degraded quality in a subset of the
modalities. This study looks at the effect of quality degradation
on system performance using the Q-FIRE database. The
Q-FIRE database is a multimodal database composed of face
and iris biometrics captured at defined quality levels, controlled
at acquisition. This database allows for assessment of biometric
system performance pertaining to image quality factors.
Methods for measuring image quality based on illumination
conditions are explored as well as strategies for incorporating
these quality metrics into a multimodal fusion algorithm. This
paper provides further evidence in a unique dataset that
utilizing sample quality metrics into the fusion scheme of a
multimodal system improves system performance in non-ideal
acquisition environments.
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I. INTRODUCTION

ULTI-BIOMETRIC fusion, a method of incorporating
information from multiple biometric sources, has
become a common area of research in the realm of biometric
recognition technology. Fusing information in biometric
recognition tasks is a classifier combination problem that can
take on a number of forms; given the availability of multiple
expert opinions from a single feature representation, multiple
feature representations from a single sample, and/or multiple
independent samples available from individual classes. It has
been shown that the fusion of decisions obtained from
multiple experts will often outperform the decision of a single
best expert [1].
There are a number of techniques available to perform
information fusion in biometric systems. Of these techniques,
two main categories are defined: fixed rules and classification
techniques. Fixed rules are those that do not require any
training and consist of sum, product, min, max, majority
voting, etc. The sum rule has commonly been accepted as the
highest performer in this category [1]. Further classification
within the fixed rule category reveals the distinction between
benign and severe rules. Benign rules, (e.g. sum and min) will
allow for greater variability within the data, which comes
about through the presence of noise. The more severe rules,
(e.g. product and max) will often produce an undesirable veto
effect in the presence of noise [2], however, if noise is low
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and there is low correlation between sources, the product rule
has been found to outperform the sum rule [2], [3].
When component classifiers are incorporated in fixed rule
fusion schemes, the effect of inter component accuracy
variation comes into question. Wang et al. [4] studied this
effect by incorporating iris and face biometric traits in both
non-weighted and weighted sum rule fusion, showing that
applying weights to each source before combination can
improve performance. This technique is useful, in that it gives
more decision power to the higher performing component
classifiers. It has been shown in general that
classification-based fusion techniques outperform fixed rules,
in that a priori probability estimates allow for more informed
decision making [2], [5]. The optimal classification rule
would then be the Bayesian decision rule, which assigns a
pattern to the class with the largest posterior probability,
assuming accurate estimates of the a priori probabilities are
obtained [2]. For score level fusion, the generative Bayesian
approach typically takes the form of the likelihood ratio
decision [5-8], while discriminative approaches, such as
logistic regression [9], support vector machines (SVM) [10],
and the multi-layer perceptron (MLP) [4] are also commonly
used.
In multi-biometric recognition systems, the use of auxiliary
information in the fusion strategy can play an important role
in optimizing performance. Quality measures acquired from
samples of each biometric modality can prove useful as
auxiliary information to boost performance. Sample quality
measures have been used in many forms in biometric
systems. Aguilar et al. [11] fused match scores obtained from
multiple matching algorithms for fingerprints. Quality scores
extracted from the images were used to adjust the weighting
between matchers to favor the more robust matcher at lower
image quality. Many other studies have explored quality
controlled multimodal fusion, combining traits such as
fingerprint and signature [10], face and speech [12], as well as
iris and fingerprint [7].
As discussed above, product rule fusion can be optimized
when the correlation between sources and the noise in the
data are both low. The first condition can be achieved through
the use of multiple independent biometric modalities. The
second condition can be optimized through the estimation and
exploitation of the class conditional a priori probabilities.
With the likelihood ratio statistic as the similarity score,
corresponding match scores and quality measures extracted
from training samples can be used to estimate the class
conditional joint probability densities [7], [13]. Since these
densities correlate match scores and quality measures, noise
due to quality factors can be accounted for and thus the affect

of the noise on performance can be diminished. The result is
that a likelihood ratio statistic can be determined for each
modality through the use of match score and quality measure
joint densities which can be fused with the product to give a
boost in classification performance over more primitive
methods.
The focus of this paper is the analysis of fusion strategies
with varying levels of complexity, utilizing the publicly
available bi-modal face and iris Q-FIRE database [14]. This
database is well-suited for evaluation of such schemes given
the multitude of quality factors present, i.e. change in
resolution, illumination conditions, focus blur, motion blur,
off-angle gaze, and occlusion. For this paper, we will
specifically explore fusion schemes as illumination is varied
for both face and iris. A quality measure for each modality,
relating to the illumination condition is computed, and
empirical results presented, demonstrating the benefit to
incorporation of quality into a fusion strategy.
The affect of illumination conditions on biometric
recognition system performance has been explored in
literature, particularity with regard to face recognition.
Georghiades et al. [15] proposed a method to accommodate
for variable lighting conditions for face recognition using
illumination cone models. The illumination source can also
have an effect on face skin color, impacting recognition
performance [16]. Iris recognition has also been shown to be
impacted by illumination conditions, where performance
often decreases for low contrast images [17].
The remainder of the paper is organized as follows.
Section II presents the proposed quality measures. Section III
outlines the methods employed in this study, including match
score generation and fusion strategies implemented. Section
IV describes the experiments performed. Finally, Section V
gives the conclusions.
II. QUALITY MEASURES
Variation in illumination conditions poses a significant
problem for the face recognition task [18]. Factors such as
illumination direction and intensity of the light source can
severely alter the appearance of an individual's face and
subsequently weaken genuine match scores. It is suggested in
[14], that a useful measure of face image quality is the
contrast of the skin area of the face. In the Q-FIRE database, a
good contrast was sought through the use of a high lighting
condition. Low light resulted in a low contrast value, reducing
the amount of revealed detail. Last, a light source at 90 ,
resulting in a shadow across half the face, gives a high
contrast, and is the most challenging for recognition [14][14].
The high lighting condition is achieved using overhead
florescent lights in addition to two 500 Watt studio lamps,
diffused with umbrellas, placed 30 off center. The low light
condition is achieved with only the overhead florescent lights.
The shadow condition is produced with all lights turned off,
with the exception of one 500 Watt studio lamp placed at
90 to the side of the subject.
A complementary quality measure for the iris is defined as
the average contrast values between sclera-iris and iris-pupil
boundaries of the eye. The two contrast values are averaged to
give a single measure. The three different levels of

illumination are set by different numbers of LED-based NIR
light spots, placed on a portal, 2 feet in front of the subject.
The high, medium, and low conditions are achieved with 8, 6,
and 4 light spots respectively. The quality levels
corresponding to illumination conditions for this database are
defined and presented in [14].
III. METHODS
A. Matching
For the generation of face match scores, the FaceIT SDK is
used. Iris match scores are then generated using a modified
version of the Masek open source software [19], substituting
a segmentation algorithm based on the circular
integrodifferential operator proposed by Daugman [20], [21].
This segmentation method was able to be optimized to
produce adequate results on the less constrained Q-FIRE
database.
B. Fusion
Starting from the most simple strategy, the fixed sum rule is
implemented for score level fusion. This method assumes no
prior knowledge of class conditional densities. Given the
component score vector
, ,…
, corresponding to
is determined
the matchers, the fused sum of scores
as
1

.

(1)

It is important that the scores of both modalities be
normalized to a specific range to avoid, as much as possible, a
bias toward one of the modalities. In this case, all scores are
pre-normalized to the range 0,1 using min-max
normalization.
The second fusion method implemented is the likelihood
ratio statistic as described by Nandakumar et al. [13]. The
likelihood ratio statistic requires a training step, which
consists of the density estimation of the genuine and impostor
distributions, denoted by
. These
and
densities are modeled with Gaussian mixture models (GMM),
using an independent training set of match scores, where no
subjects included in the training set were used to construct the
match score set for evaluation. The likelihood ratio statistic is
then defined as the ratio of estimated densities at a given score
vector , as shown in (2).

(2)
The Neyman-Person theorem states that when testing a
is the most
hypothesis
against ,
|
powerful test at false accept rate , for some threshold ,
where
corresponds to an impostor and
corresponds to a
genuine user [13].
For the third fusion method, the quality measures are
exploited in a quality-based likelihood ratio method. This
method modifies (2) to incorporate quality measure and
give the following quality-based likelihood ratio statistic:

,

.

In this case, instead of estimating conditional joint match
score densities, individual conditional densities joining match
scores and quality measures are estimated for each of the
modalities and combined via the product as shown in (4).
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The product is applicable here due to the assumed
independence of the face and iris modalities.
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B. Results
The performance metrics implemented in this study are
false accept rate (FAR), which is the percentage of impostors
that are wrongfully accepted at a given acceptance threshold
and genuine accept rate (GAR), which is the percentage of
genuine users that are rightfully accepted at a given
acceptance threshold. Plotting FAR on the x-axis and GAR
on the y-axis as the acceptance threshold is varied, forms the
receiver operating characteristic (ROC) curve.
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Fig. 1. Performance comparison between individual modalities
and sum rule fusion.
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Fig. 2. Comparison of multimodal fusion strategies,
incorporating absolute quality measures for the quality-based
likelihood ratio fusion, obtained from the probe image.

TABLE I
SUMMARY OF Q-FIRE DATA SUBSET USED FOR
EVALUATION OF FUSION ALGORITHMS
Number of
Number of
Number
Number
Genuine
Impostor
of Images
of Subjects
Match Scores Match Scores
/ modality
/ modality
/ modality

Training

10

Relative Quality Results
100

95
GAR (%)

Subset

60 -1
10

GAR (%)

A. Database
The database used for this study consists of a subset of the
Q-FIRE database. Since the focus of the study was evaluation
of fusion strategies based on quality factors related to
illumination conditions, images were selected at a single
distance of 5 feet using the frame with the best focus for each
of the three lighting conditions. This was to avoid the
influence of any other quality factors on the current
evaluation. The database was subsequently divided into a
training set and an evaluation set. A total of 173 subjects are
included in the full set, which is divided approximately in
half, including 87 subjects in the training set and 86 in the
evaluation set. The number of images, as well as the number
of genuine and impostor match scores obtained from those
images are summarized in Table I.
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Iris
(Face+Iris)
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IV. EXPERIMENTS
The experiments conducted here aim to test each of the
fusion strategies selected for evaluation. The match scores for
face and iris were each generated and then the fusion
strategies were implemented through the methods described
in Section III. The performances of all strategies are then
presented for comparison.

80

90
Sum Rule
LR Fusion
QLR Fusion
85 -1
10

10

0

10

1

10

2

FAR (% )

Fig. 3. Comparison of multimodal fusion strategies,
incorporating a relative quality measure for the quality-based
likelihood ratio fusion, obtained from both gallery and probe
images.

Fig. 4. Comparisons of fusion strategies by looking at performance, using relative quality, at specific pairs of enrollment/verification
conditions.
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It is first shown in the ROC curves of Fig. 1, that the basic
sum rule fusion of the face and iris match scores outperforms
either one of the individual modalities alone. The overall
results for the three fusion strategies are presented in Fig. 2. In
this scenario, the quality-based likelihood ratio is driven by
an absolute quality measure, which is simply the quality
measure taken from the probe image, i.e. the sample captured
at authentication. It is shown from the lack of performance
boost, as seen in Fig. 2, that this absolute quality measure is of
little benefit to the overall performance of the system. This is
most likely due to the uncertainty of the quality of the gallery
image, i.e. the sample captured and stored at enrollment.
Therefore, a more useful indication of quality would be a
relative measure, comparing the difference in quality between
the two images being matched.
TABLE II
COMPILATION OF ERROR RATES FOR ABSOLUTE AND
RELATIVE QUALITY MEASURES
Fusion

Absolute Quality

Relative Quality

EER

GAR (FAR=0.1%)

EER

GAR (FAR=0.1%)

Sum Rule

3.8%

86.5%

3.8%

86.6%

LR

3.2%

90.2%

3.2%

90.3%

QLR

3.3%

90.3%

1.9%

93.3%

For the analysis of a relative quality measure, quality
measures are taken from both gallery and probe images and
the absolute difference between the measures is used for
incorporation into the quality-based fusion strategy. The
results of this method, shown in Fig. 3, indicate a significant
boost in performance. It is therefore evident that a relative
quality measure, estimated from both images being matched,

allows for a greater performance increase using quality in
multimodal fusion. For this database, the quality-based
likelihood ratio method was the top performer with an equal
error rate (EER) of 1.9%. Associated error rates for the
overall results are presented in Table II, including the GAR
value at an FAR of 0.1%.
TABLE III
COMPILATION OF ERROR RATES BY QUALITY CONDITION FOR RELATIVE
QUALITY MEASURES. HIGH, MEDIUM, AND LOW CONDITIONS ARE INDICATED
BY H, M, AND L RESPECTIVELY. GAR EVALUATED AT A FAR OF 0.1%
Condition

Sum Rule
EER

GAR

LR
EER

QLR
GAR

EER

GAR

HH

0%

100%

0%

100%

0%

100%

MM

1.8%

96.5%

0.07%

99.5%

0.01%

100%

LL

3.0%

88.6%

4.6%

91.3%

4.8%

89.0%

HM

1.9%

94.0%

0.07%

99.4%

0.02%

100%

HL

7.5%

67.6%

2.4%

80.2%

2.4%

87.2%

ML

6.9%

72.7%

2.9%

80.2%

2.3%

88.4%

In Fig. 4, the results of are broken up by quality factors.
This shows how the performance decreases as sample quality
is degraded. The scenario where both gallery and probe
images are of high quality achieves 0% error for all fusion
methods, while the scenario where the gallery images are
high quality and the probe images are low quality gets the
worst result of 2.4%, 2.4%, and 7.5% EER for QLR, LR, and
sum rule fusion respectively. In this case, the relative quality
measures are implemented. It should be noted that the
greatest improvements in performance, shown in Fig. 4, occur
when one of the two acquisition environments is good. This is

seen in the high/low and medium/low scenarios. Conversely,
the low/low scenario does not show much improvement, as a
relative quality measure cannot account for both samples
being of low quality. The specific values for EER and GAR at
an FAR of 0.1% for each condition are presented in Table III.
V. CONCLUSION
Analysis of these results shows how performance of a
multimodal fusion algorithm can be affected by image quality
degradation. It is also shown that through the incorporation of
quality measures in the fusion scheme, the negative effect of
poor quality samples can be diminished. An approach to
incorporating quality measures related to illumination
conditions at acquisition into multimodal fusion has been
presented using the Q-FIRE database. Future work for this
study will be to exploit more of the quality factors represented
by the Q-FIRE database, such as blur, resolution, and
occlusion to further evaluate quality-based multimodal fusion
algorithms.
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