Abstract

With increasing inter-connectivity in today's world and rapid advancements in networking, communication, and mobility, the introduction of a technology which can provide the most reliable user identification security has become necessary. It is important that this technology accommodate all of these qualities: accessibility, durability, efficiency, among others. The use of biometrics, a method of personal identification using physical and behavioral traits once considered a myth is now feasible and is applied to the ever increasing problem of personal security.

Biometrics is one of the most efficient ways to identify an individual and secure its identity; but even biometrics is not completely foolproof. With the increased effort to improve the biometrics technology available, there is also advancement in the attempts to spoof (fake) the biometrics devices and gain access to the identity of another individual illegally. As such, more effort is being concentrated on testing computer algorithms on a database which is sufficiently large and contains results from racially diverse individuals. In this paper, an overview of the different methods of collecting data from live fingerprints as well as spoof fingerprints will be examined and explained. The live data collection considers different environmental conditions such as the temperature and humidity at the site of data collection. The purpose of this is to evaluate the different images and examine how the weather affects the outcome of the biometric algorithm, that is, if a wet finger results in a false reject/false accept rate. The spoof data collection makes use of three different materials: playdoh, gelatin and silicon to create fake fingers whose images are then stored and analyzed.

The goal of this paper is to encourage the addition to and use of this database to improve research in biometrics technology.

